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ABSTRACT 
The African continent is making considerable strides to 
develop and implement technology-driven health innovations. 
Policymakers are increasingly acknowledging the rising 
concerns for online personal privacy and data protection as 
advances in eHealth results in increased levels of data collection 
and surveillance. In this paper, we propose a research agenda to 
investigate the effect of cultural, constitutional, and societal 
factors on privacy concerns and preferences among the 
different African countries in the context of healthcare 
technologies. In addition to helping us understand policy and 
design implications for members of this region, this research will 
broaden our understanding of cultural factors influencing 
privacy worldwide.  

CCS CONCEPTS 
• K.4.1 Public Policy Issues → Privacy; Regulation, Trans-border, 
data flow • K.4.4 Electronic Commerce → Security • J.1 
Administrative Data Processing → Government, Law 
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1 INTRODUCTION 
Across African countries, increased smartphone penetration and 
upgraded telecommunication infrastructure coupled with lower 
connection costs have increased user access and subscription to 
the Internet [5,12,58,75].  Given this access, users are now able to 
go beyond standard voice and messaging services and utilize 
various mobile applications, most predominantly social net-
working applications such as Facebook Messenger, WhatsApp, 
Line, Instagram and Snapchat [21]. As a result, social networking 
sites and messaging applications have become more central in 
users’ daily interaction not only with family and friends but also 
with health professionals [34]. This has led to creative online 
health networking (referred to as eHealth) innovations that 
improve the general welfare and livelihoods of Africans [6,15]. 
eHealth can be best described as “the use of social software to 
promote collaboration between patients, their caregivers, 
medical professionals, and other stakeholders in health through 
the reliance and use of technology  e.g. smartphones “ [62].  

While eHealth innovations are critical for the provision of 
healthcare services across African countries, they can also create 
significant risks to users’ online privacy considering that infor-
mation shared in eHealth applications includes some of the most 
intimate and sensitive details about someone’s life. Beyond mere 
embarrassment, privacy breaches can also inflict great harm 
with direct consequences to employment, insurance coverage, 
and physical safety [47].  

In light of this, several African countries acknowledge the 
need to protect their citizens’ (health) information privacy from 
a legal perspective. However, only a few countries such as 
Ghana, Mauritius, Morocco, South Africa, and Tunisia have so 
far developed comprehensive legal frameworks that also have 
meaningful enforcement policies. At the same time, little is 
known about the level of awareness of privacy policies in the 
populace across the continent [20].  

Thus, the major purpose of this paper is to propose a pan-
African research agenda that is considerate of cultural, 
constitutional and societal factors to study and eventually shape 
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the continent’s perspectives on eHealth privacy for proper 
privacy protections and management across the continent. The 
African continent cannot be viewed as a homogenous mass 
given that regulatory and legislative frameworks differ from 
country to country. Instead, practical considerations such as 
regional customs and culture are valuable in understanding how 
privacy is defined and how that shapes privacy preferences and 
behaviors  compared to adopting a “one-size fits all” approach 
[52].  

 In this paper, we adopt this prepossession and take the first 
step in investigating a cross-cultural privacy behavior and policy 
analysis for the African continent. In doing so, we analyzed 
existing regulatory and legislative frameworks and provide 
recommendations that respect cultural norms and identify the 
practical design implications. 

The paper is structured as follows: section 2 presents the 
related work covering existing research on internet and social 
media use for health purposes in Africa, privacy practices and 
laws in Africa, and practical eHealth use cases. In section 3, we 
outline our proposed research agenda. In section 4 and 5, from 
prior knowledge and related work(s), we explain the legal and 
design implications. Finally, in section 6 we detail our limitations 
and discuss future work followed by the conclusion in section 7.  

2 LITERATURE REVIEW 
This section covers existing research on the use of social media 
for health purposes in Africa, privacy laws and practices in 
Africa, and case studies of eHealth technologies and their 
privacy implications. 

Africans increasingly use online resources for health 
purposes. For example, Abebe et al. [1] analyzed health searches 
related to HIV/AIDs, malaria and tuberculosis made using the 
Bing search engine from all the 54 African nations. They 
affirmed the wide-spread interest in various types of information 
that include disease symptoms, drugs, concerns about 
breastfeeding, as well as stigma and a belief in natural cures. 

In recent years, these practices have switched to social media 
platforms, and many other eHealth solutions which leverage 
social media technologies. For example, instant messaging on 
WhatsApp and Messenger is used as a tool to create support 
groups, share information, and connect with patients in remote 
areas. This is important particularly in political situations and 
insurgencies such as that in Somalia which has made certain 
populations difficult to reach due to the insecurity in the areas 
where they reside. Online health networking tools are also used 
to quickly disseminate information among team members in 
hospitals, or during epidemic and emergency situations [30]. 
Compared to face-to-face outreach, the social support that 
springs from social media platforms helps vulnerable 
populations and high-risk groups such as HIV infected persons 
overcome stigma and discrimination [68]. These campaigns and 
communications on social media can also be tailored to the 
different languages that are spoken across African populations 
[24]. Additionally, ehealth applications have been enhanced by 

the incorporation of mobile financial services [39,43] which are 
used to easily pay for medical expenses [52]. 

2.1 The use of Social Media for Health 
Purposes in Africa 

Apart from connecting and communicating with family and 
friends, social media is used to garner knowledge on critical 
issues such as health due to the patient’s social network that has 
been shown to have an influence on health-related advice, 
decisions, and support [25]. Social network technologies are also 
transforming the way physicians communicate with different 
stakeholders [27,61]. These effects are emphasized by social 
media-based health innovations that provide a platform to 
disseminate much-needed information on disease screening, 
diagnosis, and treatment, as well as an avenue to conduct health 
promotions, share experiences, provide social support and 
promote adherence to medication complementary to physical 
face-to-face interactions [24,72]. Indeed, a growing number of 
African populations have adopted and continue to use social 
media platforms with 67.3% of the population using Facebook at 
the time of writing [66].  

As an example, new mothers form groups on Facebook 
Messenger and WhatsApp to get post-natal care and information 
such as how to feed and clean the newborn baby to reduce the 
risk of disease and infection at a tender age. They usually form 
and join these groups during the pregnancy period, mostly for 
antenatal care and education on pregnancy. These groups also 
give mothers including those in rural areas access to a doctor, 
who might otherwise be long distances away from them [26]. 
Via these social media groups, doctors are also able to advise 
expecting mothers on the importance of observing good health 
habits (e.g. no smoking or drinking alcohol during pregnancy) 
and provide special care for expectant mothers with pre-existing 
conditions such as diabetes and hypertension. For instance, 
Medici is an instant messaging service in South Africa modelled 
off WhatsApp which allows patients to contact their doctors via 
text or video call [10]. Doctors in turn, cater to a more 
substantial number of patients by responding to their requests 
without seeing them face-to-face, Moreover, they can limit 
hospital visits to severe and or complex health matters only, 
thereby reducing pressure on the hospital system—e.g. in 
Nairobi, 70% of all hospital visits do not actually require a visit, 
but without access to other reliable health information, people 
have nowhere else to turn [77].  

A typical health-related social media interaction starts with a 
user contacting the eHealth app or doctor via the app by 
describing the problem or asking a question. The eHealth app or 
doctor subsequently acknowledges the request, resulting in one 
of several responses [77]: 

1. The eHealth app or doctor asks for more details, such as 
photos that show the problem. 

2. The eHealth app or doctor recommends a course of 
action or treatment. 
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3. The eHealth app transfers the user to a real doctor who 
can further assist, or the doctor recommends the user to 
visit the nearest hospital/clinic. 

4. The eHealth app or doctor immediately refers the user to 
a hospital. 

It is clear that in this process, users may have to share 
sensitive information with doctors (e.g., an HIV/Aids diagnosis). 
The social media platforms used for these communications are 
uniquely positioned to share this information with third-party 
organizations who want to know and learn about it. In some 
cases, such partnerships have a humanitarian hallmark (e.g., 
collecting up-to-date information about health epidemics), but 
they can also serve as one of the revenue streams for the social 
media application (e.g., selling personal information to health 
insurers or drug companies). 

Such sharing is not without controversy: for example, 
Townsend [71] found that patients in Africa are reluctant to use 
eHealth applications and social media platforms if they do not 
provide proper systems of privacy and data protection. 
Therefore, care must be taken to ensure that sensitive data is not 
exposed to third parties.  

In summary, while the use of social media in Africa is 
integral to citizens getting adequate healthcare [35,47], privacy 
issues may thwart these benefits. Hence, the next subsections 
discuss privacy practices and laws across the African continent. 

2.2 Privacy Practices in Africa 
We start this review with an explicit acknowledgment that 
African privacy values may not always align with western 
privacy values. For example, it is often assumed that “individual 
privacy,” where an individual can advance claims for privacy, is 
a less critical value in the non-western world than in the western 
world.  Indeed, while this assumption lacks empirical evidence, 
group interests are primarily believed to outweigh individual 
interests in Africa, due to the strong culture of collectivism that 
exists in African societies [41]. However, most social media 
platforms such as Facebook store African user data on servers 
located outside the continent. Under this arrangement, data and 
privacy protections are subjected to the American or European 
law, which may not be suited to the African context.   

Moreover, even within the Africa context, there exists a 
significant diversity of practices, concerns, and approaches to 
privacy [16,18]. These vary according to traditional demographic 
divides such as urban and rural populations, young and old, 
women and men [77]. For example, the volume, range, and 
nature of personal data younger users post on social media sites 
reflect a sense of ignorance regarding the effect their actions 
have on the privacy and security of both their own data and that 
of others [14].  Indeed, Tedre and Chachage [69]  in a survey 
study of Tanzanian university students’ attitudes towards e-
security issues, found them to harbor lax attitudes towards their 
password security. In particular, students frequently gave their 
usernames and passwords not only to other students within the 
university but to others outside the university, as they felt that 

one could not do something bad with another’s password i.e. 
“They feel their password can be just given to anybody. It’s 
cultural” as one of the interviewee’s argued.  

This could also be attributed to other sociodemographic 
factors such as restricted access to computers in mostly public 
environments (e.g. schools, Internet cafe’s) where users are 
given a time quota to use computers and thus share passwords to 
check for any new updates on their accounts on behalf of the 
user without access [69]. Furthermore, many users especially in 
rural settings share access to mobile phones, or rely on others 
e.g. family members for interpretation and help [64]. Specifically 
women and those with less education, who are less likely to have 
their own mobile phones [57].  

Beyond the demographic divides, there are cultural 
differences across the continent that determine the prevailing 
privacy practices [77].  For example, countries in North Africa 
are usually more conservative and religious. In these countries, 
religious practices tend to undermine constitutional rights to 
privacy [40]. Conversely, most countries in Sub-Saharan Africa 
try to adhere to the constitutional privacy rights stipulated 
[25,50]; however, it is difficult to make an accurate prediction to 
what extent they respect users’ online privacy since the 
necessary technology-law enforcement infrastructure, and social 
organization is often minimal or non-existent[16]. 

Overall, privacy perceptions and practices are not uniform 
across African cultures and nations as each is dependent on a 
variety of factors such as cultural, religious, communal, social, 
and philosophical factors. As a result, there are no universal 
privacy practices in Africa. However, many African countries 
have a hybrid or mixed legal systems formed by interweaving a 
myriad of distinct international legal instruments and decisions 
that still find application in many African legal systems [71]. 
These influence how African online users of online services 
safeguard and enhance their respective states of privacy. We, 
therefore, turn to the legal landscape next. 

2.3 Privacy Laws in Africa 
Most privacy policies and regulations in Africa were established 
in the 1960s and 1970s during the struggle for independence [41]. 
However, these regulations did not reflect the value of privacy in 
an African context, nor did they influence Africans’ online 
privacy consciousness due to little or no technological advances 
that could lead to the right policy and regulatory responses at 
the time [41]. As a result, the majority of African countries 
guarantee constitutional privacy rights in terms of the person, 
home, and other property, but no guarantees exist regarding 
information privacy in general or eHealth information privacy in 
particular. For example, section 14 of the South African 
constitution stipulates that “Everyone has the right to privacy, 
which includes the right not to have – (a) their person or home 
searched; (b) their property searched; (c)their possessions seized; (d) 
or their privacy of their communications infringed” [16]. This is 
relative to Article 27 of Uganda’s constitution [60], and Article 
31 of Kenya’s constitution [56] among others.  
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Few works have investigated the status of privacy and data 
protection, or specifically eHealth privacy regulation in Africa 
[20,40,42,59,71]. Those works have found that eHealth regulation 
is either non-existent, complex, or fragmented (see Figure 1). 
Where they exist, national policies are heavily influenced by 
international legal instruments that regulate privacy and human 
rights issues [71]. In most cases, even the existing privacy and 
data protection regulation is ambiguous, underdeveloped, still 
being drafted, or yet to be passed by the respective legislative 
bodies [16] (see Figure 1). 

Makulilo [41,42] took stock of a number of current African 
privacy laws and initiatives geared towards the harmonization of 
data protection policies. The research found that most initiatives 
are similar yet differ in formulation and details. Policies are 
mostly vague or open-phrased rules, coupled with a lack of 
national enforcement bodies. Moreover, some countries like 
Tanzania belong to multiple regional bodies i.e Tanzania is both 
a Southern African Development Community (SADC) and an 
East African Community (EAC) member state. These regional 
bodies might have different privacy practices and policies, 
creating challenges in formulation and enforcement of privacy 
protections given the different legal systems between the groups 
of countries.  

The African Charter on the rights and welfare of the Child 
1990 (ARWC) is the only African Union (AU) instrument that ex-
pressly guarantees the right to privacy although limited to 
children: “no child shall be subject to arbitrary or unlawful 
interference with his privacy, family home or correspondence, or to 
the attacks upon his honor or reputation, provided that parents or 
legal guardians shall have the right to exercise reasonable 
supervision over the conduct of their children. The child has the 
right to the protection of the law against such interference or 
attacks.” [2,41]. In the recent past, the AU established the 

Convention on Cybersecurity and Personal Data Protection 2014 
that enacted security rules for electronic transactions, personal 
data protection, and cybercrimes, to better protect the privacy of 
citizens across the continent and address the dangers and risks 
derived from the use of electronic data and individual records in 
their daily and professional lives [3,4]. However, only ten 
countries (Benin; Chad; Comoros; Congo; Ghana; Guinea-Bissau; 
Mauritania; Sierra Leone; Sao Tome & Principe; Zambia) have 
since signed and two (Mauritius and Senegal) have ratified the 
cybersecurity convention [4]. The convention needs 15 
ratifications to come into force [28].  

At a sub-regional level, the Supplementary Act on personal 
data protection within the Economic Community of West 
African States (ECOWAS) is the only concrete African sub-
regional framework on data and privacy protection [23,41]. It is 
massively influenced by the now antiquated European Union 
data protection directive (directive 95/46/EC) [70] and urges each 
member state to set up a data protection authority to oversee the 
implementation of the stipulated data protection regulation(s), 
protect user privacy and promote the free movement of 
information among member states and non-ECOWAS member 
states with equally adequate protections [23,41]. It expressly 
stipulates the rights of persons whose personal data can be 
subjected to automated or non-automated processing such as the 
right to information, access, object, rectify and destroy collected 
data. Data controllers are supposed to confidentially and 
securely preserve user data for specified durations [23,41].  

Similarly, within SADC only 5 Member states [Seychelles; 
Mauritius; Angola; Lesotho; South Africa] have adopted 
comprehensive data privacy legislation coupled with a more 
precise and coherent Data Protection Model-Law 2012 which 
includes a particular policy on the automatic and non-automatic 
processing of both private and public data [11,41].  

Correspondingly, in the East African Community (EAC) sub-
region, the EAC Legal Framework for Cyber Laws 2008/2011 
phase I is a legal framework tailored explicitly towards the 
harmonization of data and privacy protection policies and 
regulation within the region [41,45]. Unlike other regional regu-
lations on privacy and data protection, this legal framework is 
not a model law but instead presents best practice 
recommendations on data and privacy protection for partner 
states to consider while formulating and developing their own 
data, privacy, and cyber regulations. The framework is primarily 
focused on privacy concerns that pertain to electronic 
transactions and signatures, data protection and personal 
privacy, consumer protection and computer crime [45]. 

As of 2017, Burundi and Kenya had drafted regulation bills 
with specific provisions on online privacy such as informing 
users about the purpose(s) for the collection of their personal 
information e.g. names, ethnic origin, religious affiliation and 
addresses, the means available to the user to access, modify and 
or delete such information, and adherence to proper storage 
measures and security practices [45]. A specific online search for 
“e-health privacy regulation in Kenya” returns around to twelve 

Figure 1: The Africa personal data and privacy 
protection landscape (Adapted from [22]) 
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documents 1  ranging from the National Constitution, Health 
Sector Information Systems Policy Act, the National Health 
Policy Act to the drafted Data Protection Bill 2012 [29]. However, 
as noted earlier details within such policies are mostly vague. 
For example, a policy statement from the National Health Policy 
Act states that stakeholders are responsible for “facilitating 
access to information to the public while protecting privacy and 
confidentiality”[44].  In this policy statement, there is no precise 
definition of what constitutes as relevant information or what 
the standard is for the protection of privacy.  

On the contrary, the Economic Community of Central 
African states (ECCAS) has the least developed data privacy 
practices and regulations [29,41] of all the African sub-regional 
bodies. 

Townsend [71] conducted an impact assessment of eHealth 
Regulation in Africa and found that eHealth has primarily been 
developed without the benefit of any specific formal law directly 
tailored to its practice across the continent. This overview of 
eHealth legal frameworks across 10 African countries (Ivory 
Coast; Ghana; Kenya; Malawi; Mozambique; Nigeria; Rwanda; 
Tanzania; Uganda and Zambia) shows that whereas the legal 
frameworks differ from country to country and between the 
various African regions, some form of recognition of the right to 
health is ingrained within the constitutions of all these countries 
[71]. For example, Article 9 of Ivory Coast constitution stipulates 
that “everyone is also entitled to access to healthcare services” [13] 
and Nigeria’s section 17(3)d stipulates that “the state shall direct 
its policy towards ensuring that there are adequate medical and 
health facilities for all persons” [49].  Although, these countries 
have healthcare legislation and medical ethical codes of practice 
which stipulate that most doctor-patient relationships have to be 
kept private and confidential, they still have the obligation to 
progressively adopt and implement new health policies to 
further safeguard healthcare service quality and accessibility, 
which may conflict with privacy [71]. The absence of specific 
eHealth data and privacy protection regulation and or lack of 
eHealth regulatory bodies shows the intricacies that exist in 
efforts towards the protection of eHealth privacy across the 
continent. 

Overall, concrete data and privacy protection laws do not 
exist in most African countries.  Only 21 African countries have 
drafted privacy laws that are greatly influenced by outdated 
European privacy standards [29]. Consequently, there are no 
provisions within these laws that expressly address eHealth 
privacy, hence protections have to be inferred from generic 
privacy and or healthcare legislation, where available. Thus, 
there is a need for specific guidelines and policies on the privacy 
and data protection of eHealth innovations. African countries 
should review gaps in their legal regimes and institute 
appropriate measures to address them. Standardization and 
harmonization of definitions for different data types or concepts 
such as “sensitive data”, “health or personal data” and processes 

                                                             
1 https://goo.gl/KekYat 
 

such as establishment of a data agency that would oversee the 
implementation of data and privacy laws and restrict the inward 
or outward transfer of personal information beyond the 
stipulated jurisdictions is required. This would ensure African-
centric eHealth privacy protections that would spur the growth 
and utilization of eHealth initiatives which address the 
continent’s needs for affordable and accessible healthcare. To 
give practical examples of this, we next turn to current health 
innovations on the continent and their related privacy issues. 

2.4 Case Studies of Social-Media based Health 
Innovations and their related Privacy 
Issues 

Fayoyin [24] demonstrated the following African use cases of 
social media interventions used to address multiple health issues 
through mobile devices held by different population groups 
across the continent. Additionally, for each case we explain the 
related privacy implications. 

Four daily interactive short messages (SMS) intended to reach 
an audience 10,000 were sent by organizations such as Oxfam 
and the United Nations Children’s Fund (UNICEF) during a polio 
outbreak in Somalia. The SMS communicated and provided 
information about polio immunization. From a privacy 
perspective, it is interesting to note that no users consented to a 
subscription to such messages. This example shows us that a 
focus on digital innovation by development agencies sometimes 
leads to “pet project syndrome” where they participate in 
eHealth initiatives solely for agency branding and visibility 
without seeking user consent in their campaigns. This may lead 
to half-hatched social media health campaigns or applications. A 
lack of oversight and co-ordination of such programs can, in 
turn, lead to the misuse of users’ data especially when the 
project shuts down or ends unexpectedly. 

FHI360, a human development nonprofit organization, 
initiated a social media HIV campaign on platforms such as 
Facebook, Baidoo, and Grindr in Ghana to promote conversation 
about specific health issues and to increase utilization of 
necessary services. They used open and closed Facebook groups 
to communicate and engage with the members. As a result, 
15,4400 unique members largely became predisposed to seek 
customized services. These groups help members gain a 
psychological sense of community as they virtually meet with 
others and overcome social isolation [48]. From a privacy 
perspective, anonymity within the group is important to address 
trust and privacy issues that may arise due to the stigma 
associated with diseases such as HIV. As such, true-name 
policies on some social media platforms can hamper efforts 
towards trust building and group cohesion [63]. This can prevent 
group members from sharing information and engaging with 
others out of fear that their identities and information will not be 
protected. 

Nigeria effectively coordinated response to the Ebola 
outbreak using social media campaigns on Twitter and 
Facebook. These campaigns helped to disseminate accurate 
information on the signs and symptoms of the disease, counter 
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hoax messages, and provide appropriate information nationally 
and internationally about the outbreak. As a result, only 20 
people died, as compared to nearly 8000 and 7000 in Sierra Leone 
and Liberia, respectively. From a privacy perspective, we note 
that social media campaigns centered around specific health 
issues to foster behavioral change often involve an avalanche of 
messages. These can be intrusive to people, and authorities 
should therefore carefully consider the tradeoff between the 
utility of the message and the requisite infringement of users’ 
privacy [65]. 

Development and health partners established the Mobile 
Alliance for Maternal Action (MAMA) in South Africa to combat 
maternal health and childbirth problems. MAMA was used to 
disseminate culturally sensitive information to expectant 
mothers through SMS, interactive websites, voicemails on mobile 
phones and social networks. MAMA includes the platform “Mom 
Connect2,” which includes an interactive question and answer 
portal designed to link pregnant women and mothers to 
healthcare workers. Over a million mothers and women have 
been reached through this service. From a privacy perspective, 
such social media-based health platforms provide the ability to 
track patients through treatment initiation processes used to 
monitor medication adherence. These tracking activities involve 
detecting patients who are at risk of loss to follow-up and 
reminding them about their health care treatments. In addition, 
these platforms enable medical personnel to perform operational 
research at reduced costs, as valuable medical data is extracted 
from these applications and utilized for research purposes. 
Again, the benefit of these medication adherence schemes and 
the use of data for research has to be weighed against the 
potential privacy implications of extensive patient tracking [65]. 

In a bid to make healthcare facilities more accessible and 
searchable using smartphones, location-based eHealth 
applications such as myDawa3, HelloDoctor4 and Vula5 have 
been developed and are utilized by both patients and doctors for 
consultations, referrals, search for the closest health centers, 
making of appointments, and obtaining and updating patient 
medical records. In the same vein, there are also smart medical 
devices such as Matibabu6 used for bloodless malaria testing, and 
the Eva system used to take cervical selfie’s to visually screen 
and inspect cervical cancer in health facilities or mobile 
outreaches with use in over 26 countries such as The Gambia 
and Ethiopia [46]. Accordingly, doctors are able to remotely 
consult with peers, superiors, or outside experts through the 
remote consultation features provided by some of these 
applications. Hence, these applications have great user privacy 
implications especially if user information such as test results 
and cervical images contain personal identifiable information 
and are shared with other third-party organizations that may 
want to know and learn about it [6]. 

                                                             
2 http://www.health.gov.za/index.php/mom-connect 
3 https://www.mydawa.com/#/home 
4https://www.hellodoctor.co.za/ 
5 http://www.vulamobile.com/ 
6 http://matibabu.thinkitlimited.com/ 

3 RESEARCH AGENDA 
The advancement of eHealth services has shown the potential to 
benefit the lives of many Africans. Despite that and given the 
rate at which these innovations have been developed, privacy 
and data protection has not been considered at the onset of 
implementation. Albeit these health innovations benefit from the 
power of social connections and easy information disclosure, 
these benefits at the same time present serious risks to users’ 
privacy [65]. Users may be convinced of the benefits of adopting 
emerging solutions, but ultimately they may jeopardize their 
privacy with no legal protections in place to help them. What if 
an app or website goes out of business and all of their data is 
lost? What if a users’ patient identifier is sold to marketers? 
What sort of information is disclosed in a text message or on 
social media particularly when a device is shared by the family?  

Given the varying privacy perceptions and practices across 
African cultures and the nascent state of legal protections, we 
call for a comprehensive effort to address the privacy challenges 
of eHealth innovations in Africa. 

There are several privacy-related challenges centered around 
information collection, processing, and sharing that should be 
addressed. Doctors use proprietary platforms (e.g. Facebook, 
WhatsApp) for conversations about patients, but these platforms 
store the data for an indefinite amount of time, and/or claim 
ownership over the data. There are laws about the transmission 
and use of patient data, but doctors and healthcare professionals 
may ignore them given the lack of oversight with little to no 
enforcement [31] despite the resolute global push for such 
regulations to enable governments to catch up with the ways 
their citizens are engaging with technology.  

Even if users opt to use specialized eHealth services, most 
eHealth applications are not encrypted, and their 
communications can easily be intercepted. Although there are 
humanitarian projects aimed at improving healthcare, there are 
instances where data is collected about patients for research 
without their knowledge and stored outside their jurisdictions 
where different privacy rules might apply.  

Moving towards viable solutions would require addressing 
issues such as inadequate legal protections, limited precautions 
by healthcare providers and poor technical design to mitigate 
risks and better protect users. Therefore, we propose a pan-
African research agenda to study (and eventually shape) the 
continent’s perspectives on eHealth privacy. Our proposed 
methodology for this research agenda includes two main 
elements: the collection and analysis of publicly available 
literature, and an online behavioral study to gather direct input 
from people across all African countries.  

In the initial phase, we will work towards understanding the 
existing ‘state of privacy’ by creating a database of privacy 
policies throughout the region to observe any trends and, 
distinctions among countries., and differences in how eHealth 
data is regarded. The information collected here will help to 
guide the design of the online survey to ensure we obtain 
information that is relevant. Simultaneously, we will establish 
connections with key stakeholders and researchers who have 
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worked on privacy-related projects in the region, to ensure that 
robust and actionable recommendations and guidance are 
generated, and to maximize their uptake. The next phase 
involves conducting an online contextual study to collect 
information regarding attitudes towards privacy and privacy-
related behaviors (cf. [35]). The goal here is to evaluate 
differences in privacy attitudes and behaviors. 

We envision the outcomes of this research agenda to have 
both legal implications and design implications. On the legal 
side, our results can inform and advise the African continent to 
develop a pan-African legal framework, much like the GDPR in 
Europe, that will increase the cohesion of eHealth privacy 
regulations on the African continent. On the design side, our 
results can provide guidelines for eHealth innovators seeking to 
market their products and services in African nations to address 
the extant regulations and the privacy concerns of users in their 
applications. We address each of these implications in more 
detail below. 

4 LEGAL IMPLICATIONS 
This section addresses existing regulatory frameworks that can 
be adopted or adapted in Africa. The results of our research 
agenda will determine to what extent the African framework 
will borrow from these existing approaches. 

4.1 United States (US) Legal Framework for 
Health Privacy 

In the United States, the 1996 Health Insurance Portability and 
Accountability Act (HIPAA) is the primary law concerning 
health information privacy [74]. HIPAA provides protection for 

patients in the event of privacy violations from health care pro-
viders. This framework is designed to protect personally identi-
fiable health Information, which includes medical records (both 
paper and electronic), personal communications, and electronic 
communications (email and faxes). HIPAA requires certain enti-
ties to obtain patient authorization before sharing PHI. Covered 
entities under HIPAA include healthcare providers (doctors, 
nurses, pharmacists), healthcare facilities (hospitals, clinics, 
stand-alone healthcare facilities), health plans (HMOs, insurers, 
Medicare/Medicaid), and health information clearing houses 
(billing services, community health information systems) [73].  

A framework similar to HIPAA would be beneficial for the 
African continent in many ways. Its tiered levels of privacy 
allow varying levels of information to be released depending on 
local and state laws. This approach goes beyond a cookie cutter 
approach to privacy and acknowledges the need for adjustments 
based on cultural norms and practices of respective African 
countries. However, greater measures will need to be employed 
to increase understanding of privacy laws to (a) reduce the 
burden on companies and increase their willingness to adopt and 
(b) make it less confusing for the everyday user and create better 
awareness of how to identify and report violations.  

Furthermore, while HIPAA standards allow protections for 
users’ privacy, “covered entities” are limited and instances where 
data is collected and shared by individuals, such as in mobile 
health apps, may not be covered [6,8,67].  In light of our analysis 
of eHealth in Africa, it is thus imperative that a legal framework 
for African countries goes beyond HIPAA and acknowledges 
various data flow channels to have a wider scope and account 
for different technologies that collect health data.   

 HIPAA GDPR 
 

Protected 
Information 

Any data from which a living individual is identified 
or identifiable, whether directly or indirectly 

Any individually identifiable information relating to 
past, present or future physical or mental health 
condition, the provision of health care or the payment 
of health care 

 
 

Jurisdiction 

 
Covers entities and business associates within the 
United States, including non-United States citizens or 
residents. 

Applies to organizations that process personal data of 
individuals based in the EU and either (i) monitors the 
behavior of data subjects within the EU, or (ii) offers 
goods or services to individuals within the EU. 

 
Covered 
Entities 

Health care providers who electronically transmit 
personal data about certain HIPAA-covered 
transactions (e.g., electronically bills of a health plan), 
a health plan, or a health care clearinghouse 

Goes beyond healthcare providers and includes any 
organization that processes online data. See 
“Jurisdiction” for the scope covered. 

Enforcement Carried out by several governmental organizations (e.g. 
FCC, HIPAA) 

Carried out by one authority across all member states 

 
Consent 

Covered entities may choose to request consent 
disclosures of health data for 1) treatment, 2) payment, 
and 3) healthcare operations 

Health data can only be accessed 1) with explicit 
consent from the individual, 2) for health and social 
care, and 3) for public health 

Data Storage Data could be kept as long as companies deem 
necessary according to their respective policies EU citizens have the ‘right to be forgotten’ 

Table 1 : Comparison of the US Vs EU privacy frameworks. 
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4.2 European Legal Framework for Health 

Privacy 
The European (EU) General Data Protection Regulation (GDPR) 
is a collection of legislation concerning online data privacy that 
went into effect across the entirety of the EU on May 25, 2018. 
Unlike HIPAA, the GDPR covers a broad wide scope of 
“Personally Identifiable Information” such as race, biometrics 
data, and sexual orientation which may fall outside the scope of 
HIPAA [7]. The GDPR not only applies to organizations located 
within the EU but it also includes organizations outside of the 
EU that offer goods or services to or monitor the behavior of EU 
users. It is important to note that regardless of the company’s 
location, once companies process and/or hold the personal data 
of EU citizens GDPR would apply. This provides a strong 
incentive for African nations seeking to provide services in the 
EU to follow GDPR in their own laws. For a summary of the ma-
jor differences between HIPAA and the GDPR (Table 1).  

The implementation of the GDPR implied that all European 
Union (EU) member states had to eventually repeal local or 
existing privacy laws. In the African context, this may be 
advantageous regarding outdated protections, but cumbersome 
for certain countries with opposing views and cultural values on 
the perception of privacy and health data. Therefore, should our 
research agenda indeed find strong differences in privacy pro-
tection across Africa, then it may be better to adopt regulation 
that allows more flexibility for local laws to be enforced on a 
case to case basis as the need arises. This would increase the 
chance of success of the pan-African privacy framework, as it 
would allow for flexibility in the negotiations among countries 

4.2 Towards an African Legal Framework for 
Health Privacy 

While international legal frameworks provide a good base for 
establishing an African-centric privacy framework, it is impor-
tant to not simply copy other frameworks established from other 
countries and assume that it would work in Africa. Forthcoming 
legal frameworks for the African continent should reflect the 
nuanced customs, privacy attitudes, perceptions, and local needs 
to best serve the people it is intended to protect. Furthermore, 
legislators could use available frameworks such as HIPAA and 
GDPR as a foundation but should consider crafting a hybrid 
approach to create a solution that is appropriate for African 
nations. For instance: 

4.2.1 Regulatory bodies: Similar to HIPAA, having regulatory 
bodies in each African country may be useful for disseminating 
tailored decisions and providing guidelines. 

4.2.2 Scope and Definition: Narrowing the definition of 
sensitive information (e.g. what is included in “health data”) 
while broadening the scope of data flow (e.g. what is considered 
“transmission” and “disclosure”) could provide more protections 
for users but it is important to involve stakeholders from various 
countries in the negotiation process. 

4.2.3 Regulatory Clarity: Healthcare practitioners (e.g. doc- 
tors, nurses, counsellors, pathologists) and providers (e.g. hos-
pitals, pharmacies, universities), eHealth developers, and users 

need to be provided with adequate support for the continued 
development of innovative solutions. Likewise, users and should 
be educated about the regulatory status of the applications they 
use, their rights and the process needed to file complaints. 

Additionally, we must consider the advancement of 
technology and how that impacts data types, data processing, 
and data flow across general healthcare practitioners and 
national borders as information held within an eHealth infra-
structure is generally distributed. Cloud computing allows data 
to be collected from one location but processed in another, which 
could have implications for jurisdictions with less than adequate 
protections. Dedicated data centers for cloud computing services 
should avoid creating “data havens” and instead provide 
equivalent levels of data protections, so that information can be 
passed between African countries (and beyond) without 
restrictions. Therefore, establishing standardized data protection 
laws across countries could assist in enabling a free and safe 
flow of data across national borders. 

5 DESIGN IMPLICATIONS 
The advent of eHealth and the need for the protection of its 
users calls for the exploration of users’ perceptions of and 
behavior towards privacy to ensure that systems in the future 
can be designed with these factors in mind. 

5.1 Perceptions and Practices 
As noted in prior work, unless eHealth systems are carefully 
designed to preserve an individual’s privacy, their prevalence 
may decrease the level of individual privacy afforded during and 
beyond a healthcare encounter [17]. For a region that is steadily 
enjoying the benefits of new eHealth solutions, maintaining user 
privacy may reduce vulnerabilities that could stifle innovation. 
However, a fundamental step towards establishing an actionable 
privacy framework that would shape system design is investi-
gating how users define privacy. Privacy attitudes and percep-
tions can be influenced by many factors including culture [35], 
social norms [9,51], and contextual factors [32,33,50]. Equally 
important, individuals often make decisions based on the expec-
tation of loss of privacy and the potential gain of disclosure; 
user’s final privacy behavior is usually based on the expected 
outcome of the tradeoff [22]. Researchers and developers should 
consider these factors to assist the privacy decision-making 
process by matching users’ expectations and mental models of 
privacy designs [18,36].  

5.2 Risks, Implications, and Recommendations 
Health data is valuable. Information collected by an eHealth 
device (e.g., wearable) or associated application is believed to be 
worth ten times that of a credit card or social security number 
on a black market and among the most breached into [37]. 
Disclosing personal health information makes users vulnerable 
to a myriad of privacy risks. At the same time, people may find 
themselves in situations where they disclose health related infor-
mation through social networking applications—even though 
some may express wanting more privacy. This concept is based 
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on the privacy paradox [15] which implies that while people 
express concerns about privacy, they continue to behave in ways 
that contradict what they express. How can we use this concept 
to address some of the eHealth privacy challenges that users are 
currently facing? How can we protect users’ privacy without 
compromising the e-health system’s functionality? As a step 
towards African-centric privacy framework, we offer the 
following recommendations: 

5.2.1 Do no harm: Designers and developers should consider 
collecting as little information as possible about users that is 
needed for the application to function as possible. For example, 
Orange Cameroon’s MyHealthline is an SMS based service that 
provides personalized medical advice on contraception, Malaria, 
HIV/AIDS and STDs by allowing users to text questions which 
will be answered by local doctors and nurses [53]. 
Confidentiality and anonymity are maintained by not disclosing 
identifying information about users but rather focusing on the 
responses to health-related questions. Hence, they provide useful 
health information and at the same time preserve user's privacy 
while users remain anonymous [53]. 

5.2.2 Transparency matters: Disclosing data collection and 
data sharing practices could potentially improve users' trust in 
the system. For example, illustrating privacy policies in an easy 
to understand format (e.g. removing legal jargon and not using 
long standard privacy policies) could increase user compre-
hension of their privacy rights and practices; hence increasing 
transparency. Designers should consider creating a standardized 
privacy policy presented in an easy to understand format: 
bulleted, graphical, or tabular layout to avoid information 
overload from lengthy bodies of text [54,55,67]. 

5.2.3 Improve Awareness: Develop mechanisms so that users 
are aware of what data is considered sensitive and how to 
maintain control over this information. Volk et. al recommends 
carefully listing the types of data being shared and presenting 
the information in a manner that users could easily make 
changes to data sharing preferences and identify the status of 
data sharing for specific data types (such as a toggle button that 
allows one to stop sharing glucose levels) [76]. 

5.2.4 Increasing Control: Users should have the option to sign 
up for options than may be privacy invasive rather than being 
opted-in by default since many users may not bother changing 
the default option. The persuasive effect of default options can 
influence user behavior and it is important that users are aware 
of what they are agreeing to [65].  Users should also be given the 
opportunity to decide what information an e-health application 
or service can collect of them and whom this information can be 
shared with. This would also necessitate allowing users to access 
and use the basic forms of the service if they do not feel com-
fortable disclosing information instead of completely denying 
them service. Therefore, user control should be considered when 
designing User Interfaces (UI) that concern privacy settings. 

6 LIMITATIONS AND FUTURE WORK 
An obvious limitation to our work is the complete reliance on 
previously published privacy, eHealth and legal research 

literature, blogs, websites and mobile applications that we were 
able to access through general web searches and or special 
publication databases e.g. ACM Digital Library, Guide to 
Computing Literature, IEEE Xplore and Springer among others. 
Therefore, we are likely to have missed out on literature that did 
not come to our purview or simply is not online. This was 
further impacted by the small number of research studies that 
have been done so far on this topic within an African- centric 
context. 

It is also important to note that the African personal data and 
privacy regulatory landscape is evolving as a number of African 
countries continue to enact new data and privacy protections. 
Therefore, the privacy landscape might no longer be as reflected 
in this work by the time of publication. However, in future work, 
researchers can leverage the insights provided by our work to 
advance their own eHealth and privacy research agendas in 
Africa. 

Future research should also explore challenges regarding 
more contextual privacy decisions, as well as data portability, 
and how designs could be integrated into eHealth solutions. For 
instance, if an entity (e.g., health care provider, eHealth 
manufacturer) legitimately shares data with a firm (neutral, third 
party) that encounters a change in ownership, how can end 
users be notified and made aware of what will happen to their 
data? Additionally, improving the visibility of potential privacy 
risks may be helpful in reducing exposure. Researchers or 
developers could consider establishing systems to monitor and 
identify what types of data are generated by eHealth applications 
and presents risks to users. 

7 CONCLUSION 
In this work, we proposed a research agenda to investigate the 
effect of cultural, constitutional, and societal factors on eHealth 
privacy concerns and preferences among the different African 
countries. We find that there are no universal privacy practices 
and social media in Africa is integral to citizens getting adequate 
healthcare, but privacy issues may thwart these benefits. It is 
therefore important to have an African legal framework for 
eHealth privacy that will ensure data and privacy protections 
across the continent. This will facilitate innovation that would 
continue to decrease the cost and access to healthcare. 
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